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Phan tich vé Ransomware LockBit 3.0
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Phan I: Ransomware LockBit 3.0

Biang nhém ransomware LockBit 1a mét trong nhitng nhém ransomware nguy hiém hang
dau trén thé gigi. Ké tir khi xuat hién lan dau tién vao nim 2019, LockBit da té chirc nhiéu cudc
tan céng nham vao cac to chac trén nhiéu linh vuc khac nhau, LockBit hoat dong duéi dang
Ransomware-as-a-Service (RaaS), cho phép cac tac nhan de doa trién khai ransomware va chia
sé lgi nhuan véi nhitng ké dtrng sau dich vu ransomware.

Cac phién ban LockBit

Ransomware LockBit lan dau duoc biét dén véi tén "ABCD" (duoc dit theo tén phan mo
rong tép bi ma hoa), va sau vai thang bién thé cua “ABCD” xuat hién voi cai tén nhu hién tai
"LockBit". Mot naim sau, nhom nay da phat hanh phién ban nang cip cia ransomware c6 tén
"LockBit 2.0" (hoic "LockBit Red"), bao gom mot phan mém doc hai tich hop khéac c6 tén l1a
"Steal Bit" véi muc dich danh cip dir liéu nhay cam.

Phién ban mé&i nhat hién tai 1a "LockBit 3.0" (hay "LockBit Black™), xuat hién vao nim
2022 vai cac tinh nang mai va cac ky thuat né tranh bao mat nang cao.

Vao thang 9 ndm 2022, ma ngudn cua LockBit 3.0 d4 bi ro ri boi mot d6i twgng c6 bi danh
"ali_qushji" trén nén tang X (trude day 1a Twitter). Vu rd ri bao gdm mot sé tép co thé duoc st
dung dé phat trién ransomware nay. Vu ro ri nay cho phép cac chuyén gia phan tich ki hon vé
MAu ransomware ny va ciing tir d6 cac tac nhan de doa da tao ra mot lan séng cac bién thé
ransomware méi, dwa trén ma ngudn cua LockBit 3.0.
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Phan I1: Cac cum LockBit dang hoat dong

“TronBit”

TronBit thuong két ndi dén muc tiéu thong qua TeamViewer. Thong tin két ndi
thuong duoc thu thap tir thong tin dang nhap bi ro ri hoac nhitng thong tin c6 duoc thdong
qua Vviéc trién khai ma doc danh cap thong tin
Khi thyc thi tép .exe caa LockBit 3.0, mi doc tat Windows Defender, hinh nén man hinh
s& chuyén sang man hinh den vi mot thong bao cho biét cudc tin cong ransomware da
Xay ra va huéng din ngudi ding xem théng béo tién chudc dugc lru trong mdi thu muc
tai tép ID.README.txt. Ngoai ra, mot s6 biéu tuong tép duogc thay thé bing biéu tuong
LockBit 3.0. Thong bao doi tién chudc thuong hién thi nhu sau:

»>>> Your data are stolen and encrypted
if you do not pay the ransom The Your data permanently deleted
»>»>»>What guarantees that we will not deceive you?
We are not a politically motivated group and we do not need anything
other than your money.
If you pay, we will provide you the programs for decryption and your
data will not be disclosed .
Life is too short to be sad. Be not sad, money, it is only paper.
You can contact us and use your personal decryption ID to decrypt a
file for free
>>>>Your personal DECRYPTION ID: [ID]
If we do not give you decrypters after payment, then nobody will pay
us in the future.
Therefore, our reputation is very important to us.
»>»>>Pay ransom amount 1068%

»>>»>>Payment cryptocurrency address USDT-TRC2@
>>>>[USDT-TRC2@ ADDRESS]

>>>>payment is completed, send the payment photo to Email: [EMAIL
i?ggﬁglment is completed Send via email we will provide you the programs
You can contact me by email.
Email:[EMAIL ADRESS]
Cac mau dia chi email sau day da tirng xuat hién trong théng bao doi tién chudc:
- spiroshalkis[@]mail.com
- ericducke[@]mail.com
- contactbit8cca] @]proton.me
- tpichughinn[@]mail.com
- donahuerolland[ @]proton.me
Nan nhan cta TronBit trai rong trén nhiéu linh vuc trén toan cau, tuy nhién, trong
tAm cua c4c cudc tan cong nay cd xu hudng chi yéu nhidm vao cac doanh nghiép SMB
(doanh nghiép vira va nho).
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Phan I1: Cac cum LockBit dang hoat dong

“CriptomanGizmo”

Mot sd tan cong LockBit 3.0 duoc thyc hién boi mot dbi tuong co tén la
"CriptomanGizmo". Cé4c cudc tin cong nay dic biét nham vao cac ca nhan hoic to chuc
turong d6i "nho", thuong 1a cac may tinh ca nhan va doanh nghiép nho. CriptomanGizmo
trude day da st dung nhiéu chung ransomware khac nhau, bao gém ca STOP/DJVU.

Diém xam nhap ban dau dugc cho la thdng qua cac giao thuc truy cap may tinh tir
xa (RDP). Céc thong tin RDP c6 thé bat ngudn tir viéc thdng tin xac thuc bi ro ri, mat
khau yéu hoic may cha RDP két ndi véi Internet dugc cau hinh khdng an toan cho phép
nhitng tic nhan doc hai két ndi tir xa. Vi du vé thong bao doi tién chudc trong cudc tan
cong ransomware CriptomanGizmo:

YOUR FILES ARE ENCRYPTED!!!
For data recovery contact us you will need to pay us:
returnback[@] cyberfear.com
returnbac[@]onionmail.org
@returnbacc
https://t[.]me/returnbacc
1. In the first letter, indicate your personal ID!
2. In response, we will send you instructions.

»>>> Your personal DECRYPTION ID: [ID]

Cac mau dia chi email dugc tim thay trong thong bao doi tién chudc trong cac cudc
tan cong cua CriptomanGizmo:

returnback[@]cyberfear.com Email address
returnbac[@]onionmail.org Email address
warthunder089[@ Jmailfence.com Email address
warthunder089[@ Jtutanota.de Email address
help_havaneza[ @]cryptolab.net Email address
help_havaneza| @]bastardi.net Email address
mrbrook[@]msgsafe.io Email address
fireco[@]onionmail.com Email address
firecorecoverfiles[@]msgsafe.io Email address
@firecorecoverfiles Telegram indicator
carabas1337[@]proton.me Email address
fiileky2023[@]onionmail.com Email address
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Phan I1: Cac cum LockBit dang hoat dong

“Tina Turner”

Diy 1a cum ransomware thuong tin cong va tién hanh in hang loat thong bao doi
tién chudc trén moi moi thiét b in duoc két ndi trong mang, bao gdm ca mdy in hoa don
va van phong.

Duéi day 1a vi dy vé thong bao doi tién chudc cua hoat dong ransomware nay:

LockBit Black Ransomware

Your data are stolen and encrypted
The data will be published on TOR website
hxxp://LockBitapt2yfbt71chxejugd7kmgvqqxvvipgkmevvdl3azl3gybpyd| . Jonion
and hxxp://LockBitapt[.]Juz if you do not pay the ransom

You can contact us and decrypt one file for free on these TOR sites
hxxp://LockBitsupa7e3bdpkndmgkgojrl5iqgx24clbzcdxm7ibjeetsiadqd[. Jonion
hxxp://LockBitsupn2hébe2cngpvncyhj4rgmnwnd4633hnzzmtxdvioglpZyd[ . Jonion

hxxp://LockBitsupp|[. Juz

Decryption ID: [ID]

Ngoai viéc thong bao doi tién chudc dugc trién khai trén céac thiét bi, Tina Turner
con giri cac thong tin doi tien chudc qua email. Trong mot so6 cudc tan cdng, cac ké tan
cong ciing dung WhatsApp dé trao doi dam phan cac thong tin tien chugc véi nan nhan.

Duéi day 1a cac dia chi email duoc xac dinh trong mot s cudc tin cong (tén cua
cum hoat dong ciing duoc dat dya trén chung):
- tinanews[@]ro.ru
- tinanews[@]privatemail.co

Nan nhan cua hoat dong nay trai rong trén nhiéu linh vuc khac nhau vai trong tam
la cac doanh nghiép vira va nho (SMB). Céc cudc tan cong da dugc phat hién trong linh
vuc chiam soc suc khoe, néng nghiép va thuc pham. Tina Turner thudng nham muc tiéu
vao cac linh vuc ma theo dy doan s& mang lai loi nhuan tir nhu cau giai ma di liéu. g.

Trong cac chién dich ransomware nay, tic nhan de doa di st dung rat nhiéu cac cong
cu va k¥ thuat khac nhau dé xdm nhap va leo thang vao hé thong nham dat dugc muc dich.
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Phan I111: Phong chong, giam thiéu rii ro tir tan
cong Ransomware

Cudc tan cong Ransomware hién nay thuong duoc bat dau tir mot diém yéu bao mat
ctia co quan, t6 chuc, ké tan cong xam nhap hé thong, duy tri sy hién dién, mé rong pham
vi xam nhap, va kiém soat ha ting cdng nghé thong tin cua td chuc, 1am té liét hé thng,
nham bat budc céc té chirc nan nhan thuc hién hanh vi téng tién ma ké tin cong hudng
toi.

Cuc An toan thong tin dd xay dung Cam nang vé mét sb bién phap phong chéng,
giam thicu rui ro tir tan cong Ransomware cho cac co quan, to chuc, doanh nghiép, huéng
dén muc tiéu bao dam an toan khdng gian mang quoc gia, gom cac noi dung chinh:

© Xay dung k& hoach sao luu,
phuc héi di¥ liéu déi vdi hé théng,
théng tin quan trong.

(© Trién khai céc bién phap xac
thuc manh cho céc tai khoan truy
cép hé théng.

© Chua ddng tim kiém dau hiéu
tdn cbéng, ra quét ma doc, yéu
cau don vi chuyén tréch xtr ly
cac ma déc.

(@ Giam sat lién tuc dé phat hién
sém cac hanh vi xam nhap, dac
biét gidm sat cac truy cdp dén
vCenter, ESXI, Domain Control-

® Ra quét, cap nhat ban va 16
héng an toan théng tin trén cac
thiét bi, phan mém, (rng dung.

® Xay dung ké hoach (ng phé
su c@ dé Kip thai phan tng vdi sy
cd Ransomware.

® Ap dung cac nguyén tic dac
quyén tdi thiBu cho cac hé
thong.

(® Hanché viéc sirdung dich vu
diéu khi€n may tinh tir xa.

Thuc hién phan viing man
P g g
chéat ché.

Chi tiét cam nang tham khdo tai:

https://khonggianmang.vn/uploads/CAM NANG RANSOMWARE fdd46cec50.pdf
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Phan IV: Danh sach cac chi bao tan cong mang
lién quan dén LockBit 3.0 da ghi nhan

Duéi ddy 1a mot sé chi béo tin cdng mang lién quan dén Lockbit 3.0 da dwogc ghi
nhan. Cac théng tin chi bao I10C sé lién tuc duoc cap nhat tai:
https://alert.khonggianmang.vn/

Phat hién 89 IoC c6 lién quan dén cac chién dich tdn cong vao Viét Nam trong thang 03

ioc NHOM TAN CONG APT

07F85171FFA199899EC0B7136F164986 Unknown

C3DBEEB5B9339E62FA9300F4E3BBC89D Unknown

AE9601C8A66D41828795A3F6CCE31B19 Unknown

437890563718E151BEFB3E44AC6DDS5B1 Unknown

54570441e91d8e65ea81bb265ba71c8c LightSpy

480dad67b4687549b38eeeadd4ced293 LightSpy

6371a942334444029173b2faa2b76cf6 LightSpy

Bang danh sach 1oC

10C Nhom
eba009694cdfd31348be84d3bd86765a Lockbit 3.0
91d7df238b2b0b8ad8d1cl14cbc1d98d3 Lockbit 3.0
c9cf839f1e2556dcc936d30f7692647¢ Lockbit 3.0
15a9ab4601ec7e68fa8d2d2e3859fadd Lockbit 3.0
40e92d4f37abd64e6¢75ece969a6¢4b3 Lockbit 3.0
4107b5b413ab08dc292ch3aabe5b2a74 Lockbit 3.0
a8foffcf21041ed00b900f15ba26feab Lockbit 3.0
cf9700013fe1009f24dff061835c3ce4 Lockbit 3.0
64ee6099dade74323f3481fcdd9caf2e Lockbit 3.0
39e92066b2eb722fbd63918f7d5065d1 Lockbit 3.0
9d38831f08f6e7f99186e5145fc802bf Lockbit 3.0
e200af4c00627a1460fb1dd77ef36609 Lockbit 3.0
4b7932336abal93b42d8752d8cd92fdf Lockbit 3.0
9b94fb645c8fbe4581963ef7ac96afOf Lockbit 3.0
cc9f1499131552e399d9bf413bbec9d3 Lockbit 3.0
54022eb0e10cf69e2a4a86660da0d88e Lockbit 3.0
abfd3d8be76dbac47500a36b17ed454f Lockbit 3.0
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Phan 1V: Danh sach céc chi bao tan cdng mang
lien quan dén LockBit 3.0 da ghi nhan

Bang danh sach 1o0C

I0C Nhom
d8700a0f6d578c111e383c12d36a3ad0 Lockbit 3.0
714eaf666a2a195d57bd7b20455d409¢e Lockbit 3.0
90b7d07904810bb2b6e4cftbcdaf34c4s Lockbit 3.0
€9637dbb7b567da3766c4969de7bOfff Lockbit 3.0
84fcdeae85233ce2622f77de22ccle8a Lockbit 3.0
627c542bb564ab9513e46893f40c4617 Lockbit 3.0
eb5c016a4709ad47b3b96872badd664c Lockbit 3.0
6a801424860b7e86639254592bbc84b1 Lockbit 3.0
87ef8b973db67b8b7cdef2dc4ac77016 Lockbit 3.0
ebff7291dcdda73f5629e87f7de659b5 Lockbit 3.0
9523d310e59ehbc4538af38d0e31caafl Lockbit 3.0
c64e62833ca5led6fd0a05436952h6a3 Lockbit 3.0
b8ed7f43cea7df7605a9aa94f3318ae7 Lockbit 3.0
672546hd748a57a0fe39a00e8d691618 Lockbit 3.0
087793a9068821217a66ala2e601d5ea Lockbit 3.0
3df94bcdf20a47e67ac894788480f931 Lockbit 3.0
b53c3d548c8c3299a0ba7c0dae0c630e Lockbit 3.0
3ebc3faa8ebd338d2e64c0034d3e9866 Lockbit 3.0
7acc6093d1bc18866cdd3fecch6da26a Lockbit 3.0
01259980eb29aa097484d9896d376287 Lockbit 3.0
797cc745ff64c470314e7eb99ce98fc8 Lockbit 3.0
c5752a3falae8542c70f7d3cabch56af Lockbit 3.0
yejosowon].]co Lockbit 3.0
104[.]238][.135[.]29 Lockbit 3.0
37[.]1[.]212[.]18 Lockbit 3.0
119[.]91[.]138][.]133 Lockbit 3.0




